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Abstract—Security of house doors is very important and 

becomes the basis for the simplest and easiest security and 

sufficient to provide a sense of security to homeowners and along 

with technological developments, especially in the IoT field, 

which makes technological developments in locking house doors 

have developed a lot like locking house doors with faces and 

others. The development of facial recognition systems has also 

developed and has been implemented for home door locking 

systems and is an option that is quite simple and easy to use and 

is quite accurate in recognizing the face of homeowners. The 

development of the CNN method in facial recognition has become 

one of the face recognition systems that are easy to implement 

and have good accuracy in recognizing faces and has been used 

in object recognition systems and others. In this study, using the 

CNN Alexnet facial recognition system which is implemented in a 

door locking system, data collection is done by collecting 1048 

facial data on the face of the homeowner using a system which is 

then used to train machine learning where the results are quite 

accurate where the accuracy is the result is 97.5% which is quite 

good compared to some other studies. The conclusion is the CNN 

Alexnet method can perform facial recognition which is quite 

accurate which can be implemented on the IoT device, namely, 
the Raspberry Pi. 
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I. INTRODUCTION 

Over the past few years, there have been quite a several 
choices in conventional technology and biometric technology 
to meet security needs for households or offices. Some 
conventional security systems, for example using keys, 
passcodes, ID cards, and/or RFID cards, can be unreliable if 
objects for access are stolen or lost [1]. Such security systems 
have disadvantages when access is stolen by people who do 
not have the authority to gain access and also daily activities 
sometimes force someone to leave the house empty, such as 
during work or school hours. This makes the house vulnerable 
to break into and theft, even when the house is locked or 
securely locked. The development of Information Technology 
and Communication currently offers convenience to users in 
various lines of life. One technology that is currently trending 
is the smart home or what is commonly known as the smart 
home. A smart home is a term used to define a residence that 
has the equipment, lighting, heating, air conditioning, TV, 
computer, audio system, video entertainment, security, and 
camera systems that can communicate with each other and can 
be controlled remotely with a timetable. through the internet 
or telephone [2]. Biometric systems are developing rapidly, 

especially for home security technology because they can 
fulfill two functions, namely identification, and verification, 
biometrics have characteristics that cannot be lost, cannot be 
forgotten, and cannot be faked where their inherent presence 
in humans will differ between humans and other humans so 
that their uniqueness is guaranteed [3]. In the journal [4] facial 
recognition as authentication is very good because the face is a 
physiological feature that is easiest to distinguish between 
individuals so face recognition is one of the biometrics 
technologies that are often studied and developed. 

Convolutional Neural Networks combines three basic 
architectures, namely local receptive fields, shared weight in 
the form of filters, and spatial subsampling in the form of 
pooling. Convolution or what is commonly known as 
convolution is a matrix that functions to perform filters[5]. In 
the filtering process, there are two matrices, namely the input 
value matrix and the kernel matrix. In the Convolutional 
Neural Network, several layers function to carry out the filters 
that have been determined during the training process, namely 
Convolutional Layer, Pooling Layer, and Fully Connected 
Layer [6]. The architecture that is owned by the Convolutional 
Neural Network can be seen in Fig. 1. 

The previous paper described a prototype of a safe room 
access control system based on facial recognition. This system 
consists of a webcam to detect faces and a solenoid door lock 
to access the room. Every user detected by the webcam will be 
checked for compatibility with the database on the system 
using the Haar cascade classifier method embedded in 
OpenCV. If the user has access rights, the solenoid door lock 
will open and the user can enter the room. In this paper, the 
Haar cascade classifier embedded in OpenCV can recognize 
multiple captured images [7]. Another project is designing 
facial recognition systems for smart home/office security 
applications. The design is implemented using a webcam and 
programmed using dlib and OpenCV. The connection between 
the cam and the computer can be made by cable and wireless. 
We'll be using a very simple approach to dealing with 
recognition using deep learning [8] and also in other research 
journals aimed at designing a door security system that uses 
Arduino as a microcontroller and utilizes open source 
OpenCV as a face reader where this research reads faces that 
have been entered into the database which will then match the 
images captured by the webcam. where the results of the 
accuracy measurement based on the test table carried out three 
times get a success rate of 71.40%, 85.71%, 71.42% [9] and In 
another study, a door security system was developed using 
facial recognition as a key to open doors. The method used in 
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this tool is the fisherface method. The main steps in facial 
recognition are face detection, PCA calculation, FLD 
calculation. where the measurement results of the accuracy of 
the system are 80% [10] and also in other research is an effort 
to develop assistance to maintain security in important places. 
We used the Viola-Jones algorithm to detect faces and the 
Eigenfaces algorithm to recognize people. The test results 
were recorded and we achieved 95% accuracy in recognition 
under fluorescent lighting conditions [11]. In this paper, we 
construct a face recognition system. In this work, we present 
the advantages and disadvantages of different techniques in a 
literature survey. It helps to choose a suitable technique 
among many as per our application requirements and solve 
current problems to some extent for real-time applications. We 
achieve 96.8% accuracy in real-time scenarios under many 
variations and seamless environments and also measure 
performance using the Multi-task Cascaded Convolutional 
Networks (MTCNN) method [12]. 

 

Fig. 1. Convolutional Neural Network Architecture. 

Based on the existing cases, a new system must be devised 
to prevent house burglaries and thefts due to the weak security 
of the lock or padlock. So that the idea of facial recognition-
based door security system innovation using the convolutional 
neural network (CNN)[13] method was created, of course, it 
has better security than locks or RFID. It can be said that this 
system is an automatic electronic lock. This system is 
expected to be able to tackle the occurrence of theft in houses 
that are often abandoned by the occupants. 

This study expects a significant contribution to a new 
domain of knowledge regarding the application of accurate 
facial recognition technology to the home door locking 
systems. Therefore, this research is an attempt to build a facial 
recognition system that can work on house doors. 

II. METHOD 

In this study, we propose a facial recognition process for 
the process of opening the door of a house that can replace the 
process of home security using an electronic key or RFID, 
where the research stages are divided into 3 parts, namely the 
stages of collecting homeowner data, the data training process, 
and also the facial recognition process using Raspberry Pi. In 
this journal, we implement the facial recognition process with 
the CNN [14] method which will install it on a mini-computer, 
namely the raspberry pi which will serve as a microcontroller 
to lock and open the door automatically which is controlled by 
the face of the homeowner [15]. 

A. Homeowner Face Data Collection 

The stages of data collection are carried out manually, 
namely by using a program designed to collect facial data 

from each homeowner consisting of 5 people where the total 
data is 1100 data which will then be divided 1040 for training 
data and 60 data is used for validation during training by 
doing the facial augmentation process starts from shifting 10-
15 degrees with various expressions [16]. The results of data 
collection can be seen in Fig. 2 and 3. 

B. Training Model 

At this stage the training process is not carried out on the 
raspberry pi due to the small computation of the raspberry pi 
with that the training process is carried out on a separate 
computer with Intel Core i5 8500 Processor specifications and 
8GB DDR4 RAM where this training process will also form a 
model that will be used to detect the face [17]. The stages of 
the training process use the CNN Alexnet method with two 
convolution processes and two pooling processes and softmax 
with several iterations of 20 times with the parameters shown 
in Fig. 4. 

C. System Implementation 

This prototype will be made by connecting the modified Pi 
Camera as a camera module to identify the face of the 
homeowner connected to the Raspberry Pi 3 Model B + where 
the Raspberry Pi will be connected via WLAN as a process of 
identifying the homeowner[18] as seen in Fig. 5. 

 

Fig. 2. Dataset of Homeowners Faces. 

 

Fig. 3. Dataset of Face. 

 

Fig. 4. Parameter Training Method. 
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Fig. 5. System Design. 

1) Flowchart system: The workflow of this system is 

divided into two parts, namely the registration stage where at 

this stage the data generated will be used as training data [19]. 

At this stage, there will be a registration process for the face 

data of the homeowner who will be trained on the computer to 

produce a training model which will be stored in the database 

on the Raspberry Pi and will be backed up and if it is already 

the device will be standby and ready to use as in Fig. 6. 

The system installation process is carried out at the front 
door of the house which is the only entrance to the existing 
house as seen in Fig. 7 and Fig. 8. 
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Fig. 6. Flowchart. 

 

Fig. 7. Test Area. 

 

Fig. 8. Device Placement. 

III. TESTING AND COMPARISON 

Testing is carried out by providing input in the form of 
five homeowners and also five faces of non-homeowners or 
neighbors who have been tested in morning conditions with a 
duration of 07.00 to 09.00, noon 12.00 to 14.00, noon 15.00 to 
17.00, and night 19.00 to 22.00 with a distance 0.5 meters, 1 
meter, and 1.5 meters, respectively and the distance from the 
front door [9]. 

A. Homeowner Testing 

Testing of homeowners using the system built can be seen 
in Table I. 

B. Testing is not a Homeowner or Neighbor 

The non-homeowner test is carried out with the same 
conditions as the home owner's condition, namely in the 
morning, afternoon, evening, and night, which is shown in 
Table II. 

C. Latency Testing 

Latency testing is done by measuring the time it takes for 
the system to perform a face reading, the calculation process 
starts when the system is on standby until the solenoid 
functions and the door opens until the door closes again [20]. 
The test was conducted 20 times, 10 times for homeowners 
and 10 times for non-homeowners, where the time taken to 
take the average reading was 5.90 seconds, as shown in Fig. 9. 

D. Comparison with other Studies 

After being reviewed from previous journals, namely in 
research [11] using a dataset from AT&T Laboratories 
Cambridge face dataset, the training process using 400 
negative images produces 95% accuracy and with the same 
dataset in this study, this study tests the accuracy of this 
method using this dataset with simulation results The same 
test produces better accuracy results where the accuracy value 
obtained is 97.83% which can be seen in Table III. 
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TABLE I. HOMEOWNER TESTING SAMPLES 

People Face 

  

 

 

  

  

  

TABLE II. NEIGHBOR'S FACE TESTING SAMPLE 

People Face 

  

  

  

  

  

 

Fig. 9. Latency Testing. 

TABLE III. COMPARISON WITH OTHER STUDIES 

No Paper Method Accuracy 

1. [11] OpenCV 95% 

2. propose method CNN 97.83% 

E. Result 

After carrying out the above tests, it resulted in a 
significant development both in terms of the accuracy of the 
image reading which has increased, and the processing is quite 
faster. Complete data can be seen in Table IV and Table V. 

After testing four times at three different times and based 
on Table IV and Table V, it can be concluded that this system 
is running well which has test results in the morning, 
afternoon, evening, and night with three conditions and it can 
be concluded in Table VI. 

TABLE IV. HOMEOWNER TEST RESULTS 

Time Face 

Distance 

1.5 m 1 m 0.5 m 

Success Fail Success Fail Success Fail 

Morning 5 4 1 5 0 5 0 

Afternoon 5 4 1 5 0 5 0 

Evening 5 4 1 5 0 5 0 

Night 5 5 0 5 0 5 0 

TABLE V. TEST RESULTS ARE NOT HOMEOWNERS 

Time Face 

Distance 

1.5 m 1 m 0.5 m 

Success Fail Success Fail Success Fail 

Morning 5 0 5 0 5 0 5 

Afternoon 5 0 5 0 5 0 5 

Evening 5 0 5 0 5 0 5 

Night 5 0 5 0 5 0 5 
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TABLE VI. CALCULATION OF ACCURACY VALUE 

Total sample: 120 
Prediction  

Negative  Positives  

actual 
Negative  

Positive  

TN : 60 

FN : 0 

TP : 57 

FP : 3 

Akurasi: (TP+TN)/(TP+TN+FP+FN) = 0.975 

IV. CONCLUSION 

The research was carried out in three distances, namely, 
1.5 meters, 1 meter, and 0.5 meters, and carried out at four 
times, namely, morning, afternoon, evening, and night, where 
there was an error three times, namely, at a distance of 1.5 
meters where there was excessive light on the background of 
the standing place. resulting in unclear images, and this 
research has used a method to increase the accuracy of facial 
recognition which can reach an accuracy of 97.5%. And also 
after comparisons with the proprietary OpenCV method [11] 
using the same dataset and testing stages, this research is a 
little better, producing an accuracy of 97.83% wherein in the 
previous research, 95% accuracy was obtained. Further 
research includes optimizing the facial data augmentation 
process used as a dataset, better camera resolution, and using 
the latest Raspberry Pi model to improve computing 
capabilities. 
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