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Abstract—Authentication acts as a secured method of 

usability concepts to certain transactions, especially for online 

banking transaction. Existing method is lacking in terms of 

usability, thus, making the goal of usability for authentication 

activities unsuccessful. A study has discovered some key concepts 

of usability in terms of Human Computer Interaction (HCI) by 

comparing two existing models of two different factors: 

environmental factors and display factors. An algorithm shows 

the authentication step during the online transaction activity. 

This paper is to prove that shoulder-surfing resistant 

authentication scheme that uses visual colour-blind mode-based 

model meets all the requirements of usability, hence, achieved the 

goal of usability of authentication. This study will bring forward 

an algorithm that examined the stated authentication scheme 

with the two factors, i.e environmental and display, during the 

authentication activity. 
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I. INTRODUCTION 

Online banking application deals with varied issues of 
authentication, confidentiality, integrity and non-repudiation 
[1]. A secured application is highly dependent on the 
procedures of authentication to the online banking transaction. 
Authentication has been widely studied for its security and 
trustworthiness [1][2]. A success authentication method makes 
users satisfy with the services. 

There are several methods of authentications that can be 
studied from [3][4]. These methods are highly related with 
users’ experience and interface [5][6]. Authentication method 
is applied to most of authentication procedures during login 
process to any page or application, as well as in online 
transaction [7][8][9]. However, most of the studies are limited 
to usability towards users’ experience and satisfaction [10][11]. 
This motivates us to investigate deeply to the authentication 
purposes and processes. 

The objectives of this research are to: 1) identify shoulder 
surfing attack by utilizing users’ visual perception model to the 
authentication; 2) propose a shoulder-surfing Resistant 
Authentication Scheme using Visual perception colour blind 
mode-based model and algorithm by taking into account users’ 
quality of experience (QoE); and 3) analyze the proposed 
authentication scheme against usability, accessibility 
performance and shoulder surfing attack to the human 
computer interaction (HCI). Hence, the research is significant 
to the authentication step during the online transaction activity 
due to the shoulder-surfing attack. 

This study will examine the usability in terms of human 
computer interaction (HCI) which is based on human 
preference and human satisfaction of quality of experience 
(QoE) [12][13]. This paper will be comparing the two existing 
authentication model that are based on environmental and 
display factors, and find the possible limitation of a compatible 
model of graphical-based authentication to the authentication 
activities.  

II. LITERATURE REVIEW 

There are two types of element that can give some impact 
readability: environmental factors and display factors [14] [15]. 
Regarding the surrounding environment, the users’ reading 
experience is directly affected by ambient brightness, viewing 
angle, and distance. From here, the size of the visual image of 
an item created in the viewers’ eyes is influenced by viewing 
distance. The users’ eyesight has a strong correlation with 
ambient brightness. According to geometrical optics, the 
viewers' perception of brightness is determined by the viewing 
angle and distance [16]. In addition, display parameters such as 
resolution and colour scheme, as well as screen brightness are 
also among important influencing factors [17]. 
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A. Hybrid Keypad 

Human factor is the most crucial part while handling any 
online activities. Human preference and satisfaction have been 
widely discussed from the view of usability to the 
authentication. The existed model of authentication is called 
the Hybrid keypad [18][19]. The model creates coloured-
hybrid-image keypads using superimposition. The keypad is 
developed automatically by appearing to the screen when user 
requests the one-time password (OTP). Fig. 1 depicts the 
existing model. 

 

Fig. 1. The Existing Model of Hybrid Keypad. 

Fig. 1 shows the illustration of Hybrid keypad. From the 
perspective of display factors, this model confuses the actual 
users when they keyed in their OT, due to two or more 
numbers that are overlapped on the keypad. However, the 
limitation of this model caused by environment factors is still 
uncertain, as to whether adding color-complementary 
components can further diminish the attacker's appearance and 
counteract the low frequency. 

B. HideScreen 

A researcher has developed HideScreen, utilizing human 
vision and optical system features, where users' on-screen 
information may be hidden from shoulder surfers [20]. That is, 
when the on-screen information (OSI) was viewed from 
outside of the specified range, HideScreen discretized the OSI 
into grid patterns in order to neutralize the low-frequency 
components, thus allowing the OSI to “blend into” the 
background. Fig. 2 shows the process of the grid patterns 
model. 

The existing model, however, only allows spatial frequency 
by focusing on the protection of short texts and complex 
pictures on the screen, which is shown on soft keypad or 
keyboard. This limitation focuses solely on display factors. On 
the other hand, from the perspective of environmental factors, 
there have been various graphical schemes that are resistant or 
immune to shoulder-surfing but they have substantial usability 
problems, where most notably are in terms of time and effort 
required to log in. This paper will be discussing on the said 
problems. The comparison of the two factors is depicted in the 
Table I. 

 

Fig. 2. The Existing Model of Grid Patterns. 

TABLE I. COMPARISONS BETWEEN TWO FACTORS 

Model Environment factor Display factor 

Hybrid keypad 

Adding colour-

complementary 

components which can 

further diminish the 

attacker's appearance, and 

counteract the low 

frequency 

Confusing to user due 

to overlapping 

numbers on the 

keypad  

HideScreen 

Substantial usability 

problems, most notably 

time and effort required to 

log in 

Allows spatial 

frequency by focusing 

on the protection of 

short texts and 

complex pictures on 

the screen shown on 

soft keypad or 

keyboard 

Shoulder-surfing 

resistant 

authentication 

scheme using visual 

colour-blind mode-

based 

Auto glare/auto hide which 

cannot be seen by shoulder 

surfer see from their angle 

Using four colour-

blind charts with 

eight-numbers 

combination 

III. PROPOSED MODEL AND ALGORITHM 

Due to the problems counter from the authentication type, a 
proposed model has been created to encounter the 
authentication problem. Shoulder-surfing resistant 
authentication scheme that uses visual colour-blind mode-
based model was proposed to address the problem of shoulder 
surfing attack, in order to identify any suitable authentication 
approach, as well as to simulate and analyse the proposed 
mechanism in terms of usability of HCI. The proposed model 
was accessible from the smartphone screen with no hybrid 
keypad provided to the user. 

A. Shoulder-surfing Resistant Authentication Scheme using 

Visual Colour-blind Mode-based Model 

The model represents a set of four randomly colour-blind 
pictures in every session. Each picture contained two-digits 
number that was as similar as a TAC. Uniquely, the model 
enabled HideScreen or glare to the process by utilising the 
complex pixels of complementary Red, Green, Blue (RGB) 
colours of each picture whenever shoulder surfer sees to the 
actual user [21][22]. Users can access the proposed model from 
their smartphone screen. Fig. 3 illustrates the proposed 
authentication model. 

During the transaction, users will request the one-time 
password (OTP) to the server. Server will react by randomly 
selecting four charts of colour-blind, with the combination of 
two number in each chart. Two matching colors were used for 
each chart to maintain the view of user perception. Next, the 
server will send the requested OTP to the users. Here, the OTP 
pictures will enable the auto glare or hide. The users must 
keyed in the OTP within 60 seconds since it will be 
automatically nullified after the period of time. The server will 
compare the keyed-in OTP with the one been sent. If the OTP 
is a matched, the authentication will be considered as 
successful, but if it is not, the users were to repeat the 
procedure. In addition, the proposed model can be used to all 
types of users including the one with colour vision deficiency. 
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Fig. 3. Shoulder-surfing Resistant Authentication Scheme using Visual 

Colour-blind Mode-based Model. 

B. Shoulder-surfing Resistant Authentication Scheme using 

Visual Colour-blind Mode-based Algorithm 

The algorithm represents the focus area of authentication 
step during the activity. From Fig. 4, the method started with 
the number of incoming requests, then sorted out based on their 
priority and order. Later, the server will load and announce 
QoE offer upon initiation. This method assumed that the 
provider's system that handled the incoming requests has 
access to this data. The number of requests that can be fulfilled 
within the advertised waiting time can be estimated based on 
the current server load. Fig. 4 depicted to the authentication 
step of algorithm. 

Algorithm 1: Authentication Step 

INPUT: B, 𝑈, 𝑠, E 

OUTPUT: Settlement of (Si) 

BEGIN 

1: B ← ti ∈  𝑈 

2: FOR t DO 

3:      B ←   𝑈, s read colour-blind chart 

4:      Estimate B can be served within the E 

5:      FOR each B DO 

6:           IF B can be served within the E THEN 

7:                  Authentication successful (B, Si)  

8:           ELSE 

9:                   Perform ‘auto glare/auto hide’                          

10:                       IF request within actual E THEN 

11:                           Authentication successful (B, Si)  

12:                       ELSE 

13:                            Request E from s 

        Authentication successful (B, Si)          

        accepted by s 

14:                        END IF 

15:            END IF 

16:     END FOR 

        END FOR 

END 

Fig. 4. Authentication Steps’ Algorithm. 

The programme will, then, extract the requests, their 
priorities, and the prospective providers server loads for each 
job, which was declared as the parameter to the algorithm. The 
authentication stage will further determine the total requests 
that can be fulfilled within the advertised E. Line 5 will, lastly, 
carry out the requests. As a result, the request for these duties 
will be completed. If this is not the case, the authentication step 
will request E from the provider in line 9 and conducted the 
"auto glare" or "auto hide" function. Table II depicted to the 
abbreviation from Algorithm 1. 

TABLE II. LIST OF COMMONLY USED NOTATION 

Notation Description 

B Request 

𝑈 OTP priority 

E Estimate time 

s Server load 

T Task 

ti Number of tasks 

Si Authentication settlement 

IV. EXPERIMENTAL SETUP 

The study continued with simulation setup by using an 
application namely ‘i-Smart Bank apps’ which was developed 
using Android Studio and the database was supported by 
Firebase. This experiment was to show the authentication step 
during online transaction activities. 

During the experiment, the users’ reading experience was 
directly impacted by the ambient brightness, viewing angle, 
and distance. From here, the visual image of an item created in 
the viewers’ eye was influenced by viewing distance. The 
users’ eyesight has a strong correlation with ambient 
brightness. According to geometrical optics, the viewers’ eyes 
perception of brightness is determined by the viewing angle 
and distance. Moreover, display parameters, such as resolution 
and colour scheme and screen brightness, are among important 
influencing factors. 

Fig. 5(a), (b) and (c) illustrate steps involved during the 
authentication activities when users keyed in the one-time 
password. During the activity, the users will receive randomly 
chosen colour-blind chart with numbers to be keyed in. This 
activity will enable auto glare or auto hide which disallow 
shoulder-surfer to see what is happening to users’ smartphone. 
Here, viewing angle and distance played an important role in 
determining whether the authentication will be succeeded or 
not. In addition, resolution and screen brightness also gave 
some influence to this activity. 

Table III shows the measurement setup for this experiment. 
The relationship between luminance contrast and screen 
brightness will be discovered further in the study. These 
variables were chosen in order to test the algorithm for 
authentication procedures. The measurement setup testing was 
used to compare the algorithm step. This setup started with 
10% to 100% for QoE of users’ satisfaction. 
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(a) 

 
(b) 

 
(c) 

Fig. 5. Simulation Setup, (a) Example of Server Database (b) Example of 

Shoulder Surfing and the Effect after Applying Hide Screen or Glare (c) 

Example of a User Interface. 

TABLE III. MEASUREMENT SETUP 

Display brightness Contrast luminance 

10 0.1 

20 0.2 

40 0.4 

60 0.6 

80 0.8 

100 1.0 

 

Fig. 6. Influence Trend to Human Vision (Display Brightness to Contrast 

Luminance). 

Fig. 6 shows the contrast influence trend to human vision. 
From here, users’ reading experience was found to be better 
when the contrast value is ϒ, with an improvement of 80%; 
but, when the contrast value is χ, the reading experience was 
extremely bad, with an improvement of just 50%, substantially 
impairing reading. 

 

Fig. 7. Some Effect of Viewing Angle to Resolution. 

Fig. 7 shows some effect of viewing angle to resolution. 
Users used i-Smart Bank apps at 10°, 20°, 30°, 40° and 50°, 
respectively while keeping the viewing distance of 20 cm, 
ambient brightness, and screen display content remained the 
same in order to verify the influence of viewing angle on the 
reading experience. As the viewing angle expanded, the users’ 
relative visual performance fluctuated. 

V. RESULTS AND DISCUSSIONS 

The proposed model reviewed the experimental result of 
viewing angle by the shoulder-surfer and the authority users. 
This study also compares the limitation of existing models 
based on two factors: environmental factors and display 
factors. The environmental factor will be investigated based on 
view angle, meanwhile the display factor will be examined 
based on resolution of smartphone. The result is shown in the 
following table. 

Table IV shows the test started at 0º of view angle. This 
experiment continued with another three different types of 
view angle. Users, as shown in Table II, were asked to hold 
their smartphone in different view angles. Another shoulder-
surfer volunteer were standing at the same distance but with 
different view angle. This experiment started with some 
contents were displayed and the shoulder-surfer were asked to 
read it before the actual users. The test and its results were 
recorded. 

From Fig. 8, the resolution of shoulder-surfer was increased 
up to 90% at a distance of 20 cm, proving that the experiment 
had no appreciable effects on users or the regular use. In 
comparison, the resolution values from shoulder-surfer at 20 
cm to 40 cm were barely above the boundary but less than 
60%. However, the resolution clearly decreased below the 
boundary at distances greater than 60 cm. Nevertheless, 
shoulder-surfers seldom position themselves at an angle less 
than 40 degrees when standing 20 cm to 40 cm from the 
screen. In actuality, a shoulder surfers’ viewing angle is always 
wide when the distance between them is modest. As a result, 
when resolution values from shoulder-surfer dropped as 
viewing distance increased, their overall reading experiences 
are still excellent and much exceed the minimal resolution 
barrier at 50% in the case of real applications. 
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TABLE IV. EXPERIMENTAL SETUP ENVIRONMENT 

View Angle (º) Distance (cm) Ambient Brightness 

0 20 150 

20 40 300 

40 60 500 

60 80 800 

 

Fig. 8. Experimental Result from Resolution vs. View Angle. 

The resolution values from shoulder-surfers at four viewing 
positions: (20 cm, 40°), (40 cm, 40°), (60 cm, 20°) and (80 cm, 
20°) were close to 50% minimum boundary, while the 
resolution values located outside the four points area were 
significantly less than 50%. This suggests that a privacy space 
might be constructed, i.e when actual users are in a secure 
environment, reading is going well and the resolution value is 
higher than the required minimum of 50%. The shoulder-surfer 
will have a terrible reading experience, or may not even be able 
to read when they were outside of the safety zone. 
Furthermore, it should be emphasised that this security zone is 
not a permanent location. A safe zone is established provided 
that the farthest viewing distance for the user is 50 cm. 
Depending on the actual users’ reading distance, which ranges 
from 20 cm to 80 cm, the safe zone narrows as the reading 
distance between the user and the screen decreases. In 
conclusion, the authentication procedure works well with the 
proposed model, and meets all requirements based on the key 
concepts of usability, thus, archive the users’ preference and 
satisfaction to QoE. 

VI. CONCLUSION 

This study has discovered the key concepts of usability in 
terms of Human Computer Interaction (HCI) by comparing 
two existing model models with two factors: environmental 
factors and display factors. Shoulder-surfing resistant 
authentication scheme using visual colour-blind mode-based 
model is proven to meet all the requirements of usability, 
hence, achieved the goal of usability of authentication. 
Hopefully, in future, the study will be able to bring forward an 

algorithm by investigating the colour scheme, i.e the matching 
two complementary colours by the two factors of 
environmental factors and display factors during the 
authentication activity. 
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