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Abstract—Simulation tools play an integral and significant 

role in studying the applicability and effectiveness of different 

algorithms for solving real-world problems cost-effectively. In 

the case of Internet-of-Things, the issues associated with real-

world implementation are exponentially multi-fold. Although 

various simulators have facilitated the evolution of schemes to 

address the problems in IoT applications in the last few years, 

their applicability in the real world is highly questionable. Hence, 

this paper discusses the potential features of existing simulations 

(both commercial and research-based) and investigates features 

of different assessment environment tools to understand their 

current state. The paper further contributes toward a distinct 

research pattern. The core contribution of this manuscript is to 

review standard practices of using simulation tool along with 

different test environments. The paper also contributes towards 

exploring various prospects of unaddressed problems associated 

with a usage of existing simulation environment/tool for 

investigating the challenging and practical environment of an IoT 

ecosystem. The learning outcome of this study will assist the 

reader to make a decision towards adopting precise simulation 

tool for their work as well as it also highlights the need to 

perform more number of customization towards including the 

features that is found in research gap. 

Keywords—Internet-of-things; real-world; application; 

simulation model; environment 

I. INTRODUCTION 

The process and various operation ranges involved in the 
real world are sometimes quite challenging to investigate and 
study, considering real-world entities. This problem can be 
solved by using simulation modeling to efficiently and safely 
perform the processes to offer solutions [1]. The implemented 
methods using different spectrums of the algorithm during the 
simulation study facilitate a simplified verification process 
over-controlled research environment [2]. This paper discusses 
the simulation perspective of studying various problems in 
Internet-of-Things (IoT), a network of different physical 
devices called things with distinct identifiers [3]. The 
dependable attributes for framing an IoT ecosystem are 
communication devices, sensors, processors, etc. [4]. An edge 
device or an IoT gateway node collects the sensory data shared 
via IoT devices and is forwarded to the cloud for storage or 
analysis [5]. However, implementing such a large ecosystem of 
an IoT is comprehensively a massive task as they are also 
associated with various implementation impediments, e.g., 
challenges of inappropriately aggregated data, processing of 

unstructured data, ensuring coverage and connectivity of a 
large number of IoT device, ensuring power management for 
resource constraint sensors, challenges associated with data 
storage, integrating with all points of an IoT with appropriate 
software, proper identification of an IoT device with legitimate 
authentication, and compatibility issues of a large number of 
heterogeneous system in an IoT [6]. However, it should be 
noted that IoT is not only about sensory data collection [7], 
routing [8], and storage [9], but it is strongly related to 
potential data analytical operations, too [10]. At present, there 
are various schemes to ensure an effective operation of IoT 
communication in the majority of the perspective [11]-[14]; 
however, it is seen that the majority of such studies are carried 
out using a simulation-based approach while only a few 
proportions of work is carried out over real-time models and 
data. Both such schemes (real world and simulation-based) 
have their benefits and limitation. However, simulation-based 
studies are still more favorable toward cost-effective analysis, 
leading to much successful deployment in the real world. 
However, such a simulation-based approach should be deeply 
investigated to find out if they are really at par with solving 
impending problems in an IoT. 

There is no doubt about the availability of a list of different 
simulators in current times for deploying novel logic for 
implementing an IoT. However, questions still arise about the 
taxonomies of such simulators, the discrete beneficial features 
towards cost-effective deployment, judging the applicability of 
simulation outcomes in the practical world, and finding the 
most adopted simulation tool in recent years. Finding answers 
to these questions will eventually guide better decision-
making, either towards adoption or the evolution of new 
simulators in IoT. The prime motivation of the proposed study 
is to showcase the discussion on simulators with a higher and 
lower adoption rate in the last few years. Therefore, the novelty 
of the proposed study is towards assessing the functionalities 
and features of existing simulators towards investigating 
problems in IoT. Finally, the study also elaborates on the first 
and second levels of the research gap, unlike any existing 
research update. The contribution of the paper is as follows: 

1) The paper offers a brief and compact insight towards 

the existing 5 standard simulation tools of an IoT exercised in 

commercial sector as well as 16 frequently adopted simulation 

tools practiced in research-based area. 
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2) The paper highlights essential characteristics of 6 

standard environments adopted for assessing the protocols and 

algorithms meant for an IoT environment. 

3) Existing trends of research work that is found towards 

developing simulation-environment is discussed in this paper 

that assists in highlighting the highly adopted simulation tool 

for studying IoT ecosystem. 

4) The paper exclusively discussed elaborately about the 

research gap associated with the existing developments 

towards IoT simulation tool that offers critical information 

about unaddressed research problems. 

The manuscript's organization is as follows: Section II 
discusses the existing simulation tools into practice, while 
Section III discusses the assessment environment offered by 
such simulation tools. Discussion of existing research trends 
towards using simulation tools is carried out in Section IV. In 
contrast, a meeting of the research gap is carried out in 
Section V. Finally; Section VI provides conclusive remarks 
and future work direction. 

II. SIMULATION TOOLS FOR IOT 

The simulation tools for assessing the performance of a 
newly developed logic for an IoT environment must adhere to 
standard vital parameters. With an expected budget of 
communication link above 164 dB and modulation method of 
either BPSK or QPSK for uplink transmission and QPSK for 
downlink transmission, the simulation for an IoT should be set 
up in FDD half-duplex mode. The simulation key parameter 
includes 64 kbps and 25 kbps of uplink and downlink data 
transmission with a latency of around 10 seconds. The most 
simulation also considers SC-FDMA for uplink transmission 
while OFDM for downlink transmission. The above mentioned 
are the prevalent values of critical parameters to be considered 
while carrying out a simulation study. This section further 
highlights the frequently used standard simulation tool in an 
IoT as follows: 

A. Commercial Simulation Tool 

These are the commercially used tools to assess the 
conditional logic, novel logic for communication in an IoT, and 
during prototyping of certain sense of implementation in an 
IoT. 

1) MIMIC simulation tool [15]: This simulator manages 

various essential entities in an IoT environment, e.g., all the 

connected devices, sensors, and gateway nodes. The idea is to 

form a standard test assessment scenario of IoT capable of 

deploying and evaluating Industry 4.0, architectures with 

event-driven approaches, agriculture, factories, and smart 

cities. 

2) IoTNetSim tool [16]: This simulation tool can manage 

different variants of the IoT network environment and 

structural information of the heterogeneous IoT nodes. The 

core idea is to facilitate a better form of modeling toward 

network connectivity concerning target application logic. The 

complete simulation process is carried out over three layers, 

viz. i) cloud layer, ii) edge layer, and iii) IoT layer. The cloud 

layer is responsible for obtaining and managing the data 

processed by the edge layer, particularly in the data center of 

an IoT. The processed information is then forwarded to the 

sophisticated virtual machine via a specific set of the 

authenticated host. The edge layer is responsible for obtaining 

the data from the gateway node, followed by further processing 

the data to forward it to the devices that run under the 

supportability of the cloud layer. The IoT layer is responsible 

for deploying and generating the sensing devices to transmit 

the data to the link node. Further, this data is forwarded to the 

gateway node that can access and process this data to be 

forwarded to the edge layer in the form of aggregated 

information. 

3) Cooja simulation tool [17]: This is a frequently used 

simulation tool mainly for sensory application. Due to this 

capability, it is also used for an IoT environment with the 

involvement of sensors. This simulation tool can evaluate 

sensors with intelligent capabilities, different communication 

technologies, and frequently used internet protocols in an IoT. 

This simulation tool uses Contiki mote to simulate the real-

time assessment environment capabilities. Three forms of 

windows carry out the complete operation of this simulation 

tool, i.e., i) network window, ii) control window for simulation, 

and iii) note window. The network window can exhibit the 

environments of all mores and their respective radio traffic. It 

can also organize the physical elements associated with the 

sensor mote for a more in-depth and practical analysis of 

sensory devices in IoT. The control window for simulation is 

responsible for managing all the execution during simulation 

and simulation speed. Finally, the note window can store the 

execution logic and contains all the essential simulation points. 

It should be noted that the standard protocol of 6LoWPAN is 

adopted by this simulation tool. Apart from this, the standard 

protocol of IPv6 is also adopted by this tool concerning devices 

compliant with the family of IEEE 802.15.4 standards. This 

prime dependency of this simulation tool to develop an IoT 

environment are mainly two viz. i) Contiki operating system as 

a part of a software module and Tmote Sky as a part of the 

hardware module. Using both software and hardware module, 

this simulation tool can perform initialization of sync nodes 

and sensor nodes followed by establishing a reliable 

communication using standard protocols. Further, the sensor 

node is transmitted to the sink node from the transmitting node 

by this tool. 

4) IBM bluemix [18]: This is one of the famous 

commercial simulation tools for assessing the prototypes 

without dependencies on the physical device associated with an 

IoT platform. It is an IoT platform made to be functional in the 

IBM open cloud system so that the developer can easily access 

the proprietary software of IBM. This can significantly 

evaluate certain essential vital functions and security features 

associated with mobile and web applications. The continuous 

availability of cloud services offers the practical application 

and service manageability. 
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5) SimpleIoTSimulator [19]: This is one of the simplified 

forms of commercial simulator used to assess the environment 

for many IoT devices. It also offers much supportability of 

conventional IoT protocols, e.g., HTTPS, CoAP, and MQTT. 

This simulation tool facilitates different vendors to enhance 

product quality by formulating a better test environment. It 

offers supportability of both IPv6 and IPv4 sensors with 

operational supportability towards the constraint environment 

of an IoT. 

B. Research-based Simulation Tool 

There is a big difference between the simulation tool 
adoption for commercial practices and research-based studies. 
The commercial rules call for simulation tools with specific 
evaluation features; however, this is not the case with research-
based simulation studies. Research work towards an IoT 
environment calls for including many features, conditional 
logic, and a flexible deployment environment to testify the 
targeted logic. Hence, simulation tools adopted for research-
based work offer a more discrete set of operations with 
comprehensive functionalities. This section highlights the 
existing research-based simulation tools (Table I) as follows: 

1) ANSYS-IoT simulator [20]: This form of simulation tool 

analyzes various forms of challenges in an IoT. The core usage 

of this simulation tool is mainly to assess the cumulative 

integrity of sensing devices with innovative capabilities 

deployed in an IoT environment. It is also used to assess 

longevity and energy consumption and enhance reliability, 

followed by validation. 

2) Bevywise simulation tool [21]: This tool is specifically 

used for the scenario when fog computing is used in 

collaboration with an IoT environment. The tool facilitates the 

virtual clients by deploying the MQTT protocol on-premise. It 

also offers different variants of functional assessment over the 

cloud environment by enabling the deployment of many 

commodity servers. Particularly helpful for the industrial IoT 

environment, this simulation tool offers an end-to-end solution 

considering the constraints of the practical world of IoT 

implementation. 

3) IoTIFY [22]: This tool offers a software backbone for 

operations associated with hardware modules of an IoT. This 

tool provides a precise building of a digital lab by harnessing a 

simplified construction of an analytical model and 

virtualization of an IoT device. IT can be used for analytical 

scaling, solutions for load testing, and building prototypes of 

an embedded system. It also assists in generating records and 

can well manage IoT devices used in a fog computing 

environment. 

4) EdgeCloudSim [23]: This simulation tool caters to the 

demands of IoT operation dependent on computational queries 

of edge devices. It can carry out sophisticated calculations and 

evaluate its capacity to process the query and allocate 

necessary resources. This simulation tool is mainly meant for 

developers to assess the impact of their machine parameters on 

the communication and processing needs of an IoT node. 

5) MobIoTSim [24]: The majority of the existing 

simulators of IoT demand higher resources to be used and are 

meant to be run on computing devices, e.g., desktops or 

laptops. This simulation tool is intended to simulate mobile-

device built on the Android operating system. 

6) TOSSIM [25]: This is another frequently used simulator 

by researchers who adopts sensor mote running on TinyOS. 

Hence, this tool can assess the smart sensory application 

running over an action-based operating environment. 

7) SWE Simulator [26]: This simulation tool is mainly 

meant to assess the large-scale deployment scenario of IoT, 

including sensors. The tool also assists in effective cost control 

during implementation scenarios. It can also evaluate the 

presence of any risk factor and its possible influence. The 

simulation tool also uses observation services of sensors to 

develop topology and assess the performance of the assessment 

in an IoT. 

8) Atomiton [27]: This is another simulator capable of 

simulating all the innovative sensory applications and 

involving different forms of actuators. Hence, this simulation 

tool assesses a specific state of the operating environment used 

for the complex operation of smart sensors in an IoT. 

9) QualNet [28]: When the simulation study demands 

high-end accuracy, this is a preferred simulation tool for IoT 

applications. However, it should be noted that not all sensor 

devices are used for this form of simulation. Only the sensors 

compliant with specific families of IEEE 802.15.4 consider 

smart sensors. Although this is a commercial simulation tool, 

they are used extensively for research-based study. It also 

offers enriching interactivity owing to the improvised form of 

the Glomosim simulator. 

10) NS3 Simulator [29]: This frequently used network 

simulator considers networks of the practical world scenario in 

IoT. The prime usage of this simulator is to assess the 

robustness of security features to resist various threats in the 

communication environment of an IoT. The tool offers the 

developer to use python and C++ for scripting while making 

use of the standard protocol of LTE, ZigBee, and 6LOWPAN. 

While working in an IoT environment, this tool adds three 

discrete types of devices, e.g., IoT node, blockchain, and 

Gateway. This simulation toolbox also assists in routing the 

class of all these entities in an IoT. The prime set of operations 

in an NS3 is to deploy the sensing IoT nodes, followed by 

applying standard protocol implementation of MQTT, HTTP, 

and CoAP. Finally, the data is forwarded to the sink. 

11) OMNet++ [30]: This simulation tool is popularly 

known for its discrete event simulation facilitation. A unique 

discrete simulation environment is constructed using enriched 

libraries from C++. Inspired by the Eclipse environment, this 

tool uses high-level language to develop more prominent 

components. It thereby forms an object-oriented model of 

simulation that could be used for different apps. 

12) SimIoT [31]: This simulation tool can be used for any 

IoT system characterized by the static or dynamic attributes in 

a trial and error process. This mechanism is primarily meant 



(IJACSA) International Journal of Advanced Computer Science and Applications, 

Vol. 13, No. 5, 2022 

163 | P a g e  

www.ijacsa.thesai.org 

for managing the clouds environment system concerning its 

host of data centers. It assists in both method construction and 

the configuration of various entities. 

13) CupCarbon [32]: This simulation tool is mainly used 

for assessing wireless sensor networks in their discrete form 

using multi-dimensional visualization features with multi-

agents. Different forms of distributed algorithms can be 

validated using this simulation tool. It can also validate various 

iterative tasks over automation processes mainly meant for 

industrial applications. Further, it can also evaluate different 

forms of routing schemes, protocols, communication, and 

topologies in wireless networks involved in an IoT. 

14) IoTSim [33]: This is another popular simulation tool 

used in IoT deployed alongside cloud environments. It can also 

be an extension of the popular cloud-based simulation 

CloudSim. One of the significant functions of this simulation 

tool is that it assists in processing big data that uses distributed 

software framework MapReduce. The process of identification, 

as well as outcome analysis, is carried out using this simulation 

tool. It can be used for both research-based studies and 

industrial evaluation. 

15) iFogSim [34]: This simulation is meant to carry out 

multiple levels of evaluation-based operation associated with 

different environment variants. It can simulate network 

connection, edge devices, fog data centers, IoT, etc. It can also 

be used for assessing another performance metric to be carried 

out over an IoT cloud environment. This simulation tool can 

also perform extensive assessments of various QoS metrics. 

16) DPWSim [35]: This simulation tool profiles the devices 

synced with the web services associated with information 

exchanges, classification of services, and effective 

identification. This simulation tool is mainly used for explicit 

devices and applications related to the IoT to assess the dual 

form of operation, i.e., a function that enables hosting and 

processes that are being hosted. It also offers a better form of 

secure exchange of data 

TABLE I. SUMMARY OF RESEARCH-BASED SIMULATION TOOL 

Tool 
Security 

Score 

Service 

domain 

API 

integration 

Built-in IoT 

Standards 

A layer of IoT 

Architecture 
Programming scope Type 

Ansys-IoT High Industry REST Real-Time Network Java, Python IoT industry Autonomous 

Bevywise-

IoT 
Medium Smart City REST Real-Time Network Java, Python IoT device Broker 

IoTIFY  High  Smart City REST Real-Time 
Application, 
Network 

Java, Python 
Hardware 
connection 

Mobile App 

Edge 

CloudSim 
High 

Edge 

Orchestrator 
SOAP 

Mist 

Computing  
Network Matlab 

Edge, 

WLAN 
Realistic 

MobIoTSim Medium Generic REST 

Device profile 

for web 

services 

Application, 
network 

C#, C++ IoT Network 
Research-
based 

TOSSIM High Generic REST 
Injecting 
packets 

Communication 
Network 

Python, C TinyOS 
Sensor 
monitoring 

SWE-IoT High 
Human 

Interface 
SOAP 

Collision 

Detection 

Communication 

Network 
C, C++ WSN 

Sensor 

monitoring 

Atominition 

IoT 
High MQIdentity REST Socialize 

Communication 

Network 
Java IoT, IIoT Edge 

QualNet Medium Generic REST 802.15.4 
Perceptual 
Network 

C++ Network Discretization 

NS3 High Generic REST LoRaWAN 
Perceptual 

Network 
C++ Network Discrete event 

OMNeT++ Medium Generic SOAP 
Manual 

extension 

Perceptual 

Network 
C++ Network  Discrete event 

SimIoT High Generic REST No Application Java 
Data 
Analysis 

Discrete event 

CupCarbon High Smart city UDX 
LoRaWAN, 

802.15.4 

Perceptual 

Network 
Java Network 

Discrete event 

(agent) 

IoTSim Medium Generic REST No Application Java 
Data 

Analysis 

MapReduce 

model 

iFogSim Medium Generic SOAP No 
Perceptual 
Network 

Application 

Java Fig Discrete event 

DPWSim Medium Generic SOAP 
Messaging 
Web services 

security 

Application Java IoT Open-source 
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III. ASSESSMENT ENVIRONMENT OF IOT 

The previous section has elaborated on various existing 
simulation tools for evaluating various problems and their 
respective solution. It should be noted that the simulation tool 
facilitates the user to deploy their logic of implementation by 
reducing the same problem space of the IoT environment. It 
also enables various libraries to develop novel solutions. 
However, the simulation tool itself cannot be assumed to be 
100% fulfilling the outcomes of the simulation study. For this 
purpose, there is a need for a legal assessment environment to 
be considered while carrying out the simulation study in IoT. 
Hence, the assessment environment provides a spectrum of IoT 
environments to analyze the solution model of researchers and 
assess troubleshoots, debugging, developing, and creating new 
logic, which is universally accepted. The prime advantage of 
considering a legal assessment environment is that it offers 
practical world usage of devices, interactions with the 
operating system, remote administration, and the capability to 
execute real-world devices/services/applications. Some of the 
standard assessment environments for simulating an IoT are 
JOSE [36], Smart Santander [37], FIESTA-IoT [38], FIT IoT-
LAB [39], WHYNET [40], and MBTAAS [41] that are briefed 
as follows: 

1) JOSE [36]: This assessment environment is meant for 

evaluating the devices or services associated with outdoor 

communication. It also offers many subject trials to facilitate 

resource computation, sensor network deployment, storage 

management, etc. 

2) Smart Santander [37]: This is another standard 

assessment environment in an IoT that facilitates the adoption 

of many IoT devices along with small radio-based services and 

identification code deployment over both the static and 

mobility aspects of the nodes. This tool can evaluate traffic 

intensity mainly for the mobile environment in an IoT. 

3) FIESTA-IoT [38]: This is one of the giant assessment 

environments considered during IoT simulation to offer its 

semantic and interoperable assessment feature. It integrates 

multiple numbers of another assessment environment in an IoT 

to analyze the corpus of data. This large data further assists in 

facilitating webservices in live stream mode. The highly 

interconnected systems in this tool offer a significant ability to 

exchange information among various federated assessment 

environments in an IoT. 

4) FIT IoT-LAB [39]: This form of assessment 

environment is made for performing experimentation on IoT 

on a huge scale. Various objects can be broadcasted and 

developed by this tool, considering many low-resource motes 

for assessment. It also uses mobile robots to testify various 

upcoming innovative applications in IoT. 

5) WHYNET [40]: Essentially meant for hybrid networks, 

this assessment tool is for performing realization of 

applications, protocols of WSN, heterogeneous networks, etc. 

Different forms of emulation and physical entities are carried 

out by this assessment tool using its single end interface itself. 

This environment can assess adaptive networks and 

large/small/medium scale networks in an IoT. 

6) MBTAAS [41]: This tool is meant to offer assessment in 

the form of a service model. It also provides first-hand 

experience working over an IoT and getting acquainted with its 

functionality. The tool also provides various test-case 

formulations and solutions to multiple services to carry out an 

on-premise assessment of cloud-based IoT applications and 

services. 

Table II summarizes the characteristics of the existing 
assessment environment of an IoT. One of the potential 
beneficial factors of using a standard assessment environment 
is that it enables all the entities and devices to carry out 
interactivity during testing that device. Hence, without 
constructing an actual physical device, adopting a standard 
assessment environment assists in truly justifying the 
effectiveness of its operation when exposed to a real-time 
environment. Although it is strongly advisable to use such a 
traditional assessment environment while carrying out a 
simulation study for an IoT, there are still various challenges. 
The primary difficulties are higher dependencies on assessment 
area, mobility of hubs, scaling operation, and repeatability. 

TABLE II. SUMMARY OF EXISTING ASSESSMENT ENVIRONMENT 

Tool 
Virtualization 

Support 

Service 

domain 

API 

integration 

Built-in IoT 

Standards 

A layer of IoT 

Architecture 
Programming scope Type 

JOSE [36] 
Distributed 

cloud 
Real-time SOAP Sensor network 

Virtualized 

Network  

Javascript, 

Java, C 

SDN, 

WSN, IoT 

Smart ICT 

platform 

Smart Santader 
[37] 

Management 
console 

Smart city REST 
802.15.4 
RFID 

Application 
Network 

JavaScript, 
Java 

Mobile 
sensing 

Map data 

FIESTA-IoT 

[38] 
Meta Cloud 

Ambient 

Environment 
REST 

Energy 

consumption 

Communication 

Network 
Python, Java, C Energy 

Sensor 

Monitoring 

FIT-IoT LAB 

[39] 
FIT Cloud 

Heterogeneous 

platform 
REST 

802.15.4 

LoRaWAN 

Perceptual 

Network 
Java, nesC 

IoT 

Network 
IoT spectrum 

WHYNET [40] Web Portal Energy  SOAP Application Network Java Wireless 
Network 
Protocol 

MBTAAS [41] IoT dashboard Smart city REST Model-based All OCL 
IoT 
Platform 

Service 
Oriented 
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IV. EXISTING RESEARCH TRENDS 

To understand the existing research trends, manuscripts 
published in the last six years have referred to the explicit 
usage of two different variants of simulation tools. 

A. Adoption of Commercial Simulation Tools 

There is a total of 256 manuscripts in IEEE Xplore digital 
library which has reportedly used commercial simulation tools, 
with 243 conference papers and 13 journal publication (Fig. 1). 

They are mainly used to investigate problems associated 
with traffic management, object monitoring, indoor agriculture, 
security analysis, the discovery of resources, etc. Out of all 
this, some of the significant literature has been witnessed on 
IoTNetSim [16], Cooja [42]-[52], and IBM Bluemix [53]-[54] 
only. No significant modeling is being carried out towards 
using the MIMIC simulation tool and SimpleIoTSimulator. 
The advantage explored towards such adoption of commercial 
tools found are i) it offers a point-to-point exploration process 
for the target problem, ii) various prototyping using hardware 
are feasible to be investigated, iii) specific product or service-
based analysis can be easily carried out. While the limitation 
found toward such adoption are i) it requires explicit skill to 
work on such tools, ii) various add-ons and software patches 
are required to be acquired to experience the full-fledged 
operation, iii) it doesn't offer extensible, cross-platform 
libraries for heterogeneous products/applications/services in 
IoT. 

B. Adoption of Research-based Simulation Tools 

One hundred seventy manuscripts are being reported to 
adopt research-based simulation tools, consisting of 126 
conference papers and 44 journal papers (Fig. 2). 

 

Fig. 1. Trends for Commercial on Simulation Tools. 

 

Fig. 2. Trends for Research-based Simulation Tools. 

This will eventually mean that the adoption of research-
based simulation tools is a bit lesser than commercial 
simulation tools. It is also noted that the adoption of each tool 
is used to solve some common problems and specific 
problems. The common problems will include traffic 
monitoring and security analysis, while the specific problems 
investigated by these tools will be scheduling, data 
transmission, application-specific evaluation, etc. Some of the 
significant literatures that has reported towards using Ansys-
IoT [55]-[57], Edge CloudSim [58][59], TOSSIM [60]-[62], 
QualNet [63], NS3 [64]-[74], OMNeT++ [75]-[83], iFogSim 
[84]-[96], and DPWSim [97][98]. The beneficial points of this 
adoption are: i) the majority is open-sourced, ii) user-friendly, 
iii) extensible environment for analysis, and iv) it doesn't 
require complex configuration or setup. While the limiting 
factors are: i) inbuilt methods and libraries are sometimes 
challenging to match with the problem space of analysis, 
ii) each simulator has distinct features and functionalities while 
migration or integration is sometimes not possible, and 
iii) quite specific to environmental usage in IoT. 

V. LITERATURE REVIEW 

From the prior section, it is noted that not all the simulation 
tools are widely used either in case of commercial or research-
based practices. Cooja is highest used in commercial 
simulation while iFogSim is majorly used for research-based 
study. It should be noted that all simulators, in either of the 



(IJACSA) International Journal of Advanced Computer Science and Applications, 

Vol. 13, No. 5, 2022 

166 | P a g e  

www.ijacsa.thesai.org 

categories, have some common functionalities as well as some 
exclusive functionalities. The prime contribution of the 
manuscript is actually to judge the constraints as well as 
limiting factors associated with existing simulation tools. This 
is the core reason that the biometric analysis of this paper 
mainly consists of only studies that adopted 103 sources which 
has adopted simulation tools. The analysis of some of the 
recent work towards investigation IoT has also developed a 
computational framework on the basis of customized 
simulation study [99]-[103]. However, it is to be noted that 
adoption of simulation is one of the critical decision to be made 
by the researcher on the basis of the problems to be addressed 
in their model. An effective simulation tool should offer higher 
flexibility to assess the algorithm or protocol without much 
skill and re-engineering process. Unfortunately, this is not the 
case with existing studies as researchers tends to adopts to 
frequently used standard simulation tools, which can cater up 
their investigation objectives. This is done by overlooking next 
sequence of investigation to be carried out in line of current 
research work. Apart from this, majority of existing simulation 
tool discussed in this paper doesn’t offer much of 
customization privilege. Therefore, after reviewing the 
complete papers, this section discusses about the open-end 
issues in the form of contribution and thereby these findings 
are novel compared to any existing review work being carried 
out in current times. 

A. Discussion of Research Gap 

After reviewing the existing features of two variants of the 
simulation tool, standard assessment environment during 
simulation study, and research pattern, it is found that there are 
various contributory factors as well as open-end research 
issues. This section explicitly highlights the research gap in the 
first and second levels of research gap for better understanding. 

1) First level of investigation: The first level of research 

gap will eventually mean all the open-end issues retrieved 

during the reviewing problem. IoT, which consists of highly 

interconnected devices in large numbers, consists of a 

multidisciplinary domain with multiple challenges that are 

quite difficult to assess. The existing simulation tools offer 

good privilege for investigating semantic queries, protocols, 

data transmission, routing, usability, privacy, and security 

considering various applications or services without 

considering scalability issues. At the moment of transition of 

problems associated with any factor from intra-net to inter-net, 

there is eventual evolution of scalability issues. Either 

commercial or research-based simulation tools cannot detect 

this. Although it is a well-known fact that repeatability of 

analysis is quite challenging in IoT, after knowing this fact, 

existing simulators don't offer much privilege toward 

addressing increasing heterogeneity of devices and information 

associated with it. Considering any use-cases of an IoT to be 

testified over current simulators, it is inevitable to assess 

multiple application domains (e.g., smart city, vehicular IoT, 

Industrial IoT, etc.). It will mean that such inclusion will 

extensively maximize the concurrency towards accessing the 

infrastructure. This is a computationally challenging task that is 

not facilitated by any existing simulators, and developers are 

required to write a snippet or script for this. However, this 

doesn't solve the problem as the script written for one problem 

investigation may reasonably not be applicable when the 

problem space alters. The lack of formal assessment 

environment adoption is another justified reason for this. Well, 

adoption of all existing reported assessment environments 

cannot be always encouraged as they may vary too with the 

demands of simulation and the type of data being used. So, a 

more benchmark simulation environment is needed for an IoT. 

This eventually gives rise to multiple arenas of research 

questions, e.g. 

 What strategy can be adopted for modeling 
heterogeneous IoT devices to facilitate concurrent 
operation? 

 What mechanism can be adopted towards achieving 
granularity in investigation towards the inclusion of a 
massive number of IoT devices over dynamic 
topology? 

 How to develop a cost-effective simulator which has an 
inclusion of the majority of privilege to investigate one 
single platform? Unless all these local issues are not 
addressed, existing simulators cannot be deemed 
entirely reliable. 

2) Second level of investigation: The second level of 

research gap is the global level extracted from the first level as 

a local form. This research gap is the direct consequence of the 

first level gap analysis. Therefore, the following are the 

finalized version of the research gap. 

a) From all the existing features available in simulators, 

one potential problem is that one simulator cannot be used to 

carry out an extensive investigation of the issues that are not 

supported by it. With concurrency towards accessing 

infrastructure, there are inevitable complexities associated 

with identifying the uncertain problems that stay low and 

hidden while contributing to declined or unpredictable 

outcomes. Hence, the primary research gap is existing 

simulators doesn't facilitate granular investigation to identify 

the attributes affecting the operation of IoT device/services. 

b) A closer look at the local level of open-end issues in 

existing simulators are i) scalability, ii) device heterogeneity, 

iii) concurrency towards accessibility, etc. If all these 

problems are looked at deeply, it can be seen that the root 

cause of all of the issues is the lack of adoption of resource 

parametric modeling in the existing simulation tool. Current 

simulators can perform initialization of resource parameters 

while the developers must script the constraints associated 

with its usage. Such scripts are consistently required to be 

upgraded with the change of services or network operations. 

Hence, the secondary research gap is that existing simulators 

are not designed to practically consider the resource modelling 

of IoT devices and other devices in the process of simulation. 

The consequences of such modeling will lead to unrealistic 

data transmission simulation outcomes. 
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c) It is closely observed that security is a much more 

standard set of the problem being addressed by existing 

simulators. However, they do it by an available set of libraries 

and developers' written security scripts. Almost all these 

security approaches are based on cryptographic based. The 

prime reason is its dependency on using cloud or fog as an 

environment on top of IoT applications, which has higher 

supportability towards the conventional encryption-based 

operation. The beneficial point in this factor is that they are 

100% stopping a specific set of attackers that is coded. The 

limiting factor is that they are entirely not applicable if the 

attacker changes its plan of attack. 

d) Moreover, all the cryptographic algorithms are not 

resistive against all attacks; they have strengths and 

weaknesses. Another practical rationale is that adopting 

cryptographic measures will also induce a higher load toward 

low-powered IoT devices. Hence, the ternary research gap is 

that existing simulators don't address the IoT nodes' 

sustainability factor by frequently using cryptographic 

measures towards security. 

B. Critical Discussion for Existing Study 

From the outcome of this study, it is also found that 
majority of the simulation tools are part of discrete event 
simulators (NS3, OMNeT++, SimIoT, CupCarbon, iFogSim) 
which offers finite set of functionalities and demands API 
integration. It will eventually mean that customizing them for 
heterogeneous research problem will be a computationally 
expensive process. Apart from this, existing assessment tools 
are mainly meant to executing standard protocol for 
networking and not for data analytics, which require a 
dependency with different set of tools. The constraints found in 
existing simulation tool are also associated with accessibility 
towards single user for one project. This will eventually pose 
an impediment towards distributed investigation process by 
different user on same project at same time. Hence, the 
investigation process is time consuming and platform specifics 
too restricted to one user at a time. Another closer observation 
towards existing simulation tools highlights the inferior 
security features embedded in it. The enhancement towards 
security system is very few to find, where almost all the 
simulation tools either uses user-deployed security patches or 
uses third party script to introduce security features. This 
process is quite challenging to be customized for projects with 
multiple and heterogenous target of addressing problems in 
IoT. Hence, there is an emergent need to develop a simulation 
tool that offers cost effective and proper utilization of its 
features. 

VI. CONCLUSION 

This paper has discussed the scale of effectiveness of 
existing simulators. There are multiple simulators in practice; 
the discussion has been carried out concerning commercially 
used and research-based usage. The novelty of this manuscript 
is that i) it offers an informative and compact description of 
frequently used simulation tools in practice for an IoT, ii) It 
exhibits a unique and updated research trend towards IoT 
simulators adoption in the last six years, which is not reported 

in any existing studies, and iii) it makes some interesting 
discoveries of limiting factors associated with the overall 
features of existing simulators. The above mentioned learning 
outcomes of proposed review work exactly matches with the 
core objectives of the paper associated with studying features 
as well as reviewing trends associated with simulation tools. 
The outcome of the paper also presents open-end research 
problem in the form of research gap discussion, thereby 
meeting the core study objective of this paper. 

Hence, the future work will be carried out in the direction 
of addressing the finalized research gap as follows: 

1) The primary research gap can be addressed by 

developing a novel computational model of a simulator to 

identify and construct a set of strategies that affect the accuracy 

of the simulation process. Discrete mathematical modeling can 

be carried out to address this gap. 

2) The secondary research gap can be addressed by 

extending the first solution toward including various novel 

conditional logic. The development of such reasoning is 

accompanied by all the resource management attributes that 

affect IoT devices' sustainability factors during the simulation 

study. It will offer different reliable outcomes due to practical 

resource modeling during simulation. 

3) The ternary research gap can be addressed by further 

developing another layer of security operation without using 

any form of encryption model or without using any existing 

techniques that are found to offer load towards low-powered 

IoT devices. Further novelty can testify to its resiliency 

towards maximum forms of reported threats in an IoT. 
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