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Abstract—with the increase in the growth of cloud computing 

and the changes in technology that have resulted a new ways for 

cloud providers to deliver their services to cloud consumers, the 

cloud consumers should be aware of the risks and vulnerabilities 

present in the current cloud computing environment. An 

information security risk assessment is designed specifically for 

that task. However, there is lack of structured risk assessment 

approach to do it. This paper aims to survey existing knowledge 

regarding risk assessment for cloud computing and analyze 

existing use cases from cloud computing to identify the level of 

risk assessment realization in state of art systems and emerging 
challenges for future research. 
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I. INTRODUCTION  

With the advancement in cloud technologies and 
increasing number of cloud users, businesses also need to keep 
up with the existing technology to provide real business 
solutions [1]. In addition, predictions for growth indicate 
massive developments and implementations of cloud 
computing services, including that the cloud computing 
services market is likely to reach between $150 billion in 2014 
[29-30] and $222.5 billion in 2015 [31]. From the business 
perspective, cloud computing becomes one of the key 
technologies that provide real promise to business with real 
advantages in term of cost and computational power [2].  In 
spite of the advancement in cloud technologies and increasing 
number of cloud users, Cloud computing being a novel 
technology introduces new security risks [22] that need to be 
assessed and mitigated. consequently, assessment of security 
risks [17] is essential , the traditional technical method of risk 
assessment which centers on the assets should give way to the 
business focused on the specific nature of cloud computing 
and on the changes in technology that have resulted a new 
ways for cloud providers to deliver their services to cloud 
consumers. 

The major contributions of this survey can be summarized 
as follows: 

a) We investigate the existing knowledge regarding risk 

assessment for cloud computing. 

b) Further, we also present a risk assessment 

requirement that can be used by a prospective cloud 

consumers to assess the risk in cloud computing. 

The rest of the paper is organized as follows: Cloud 
computing and concepts of risk assessment are summarized in 
Section 2. In Section 3, we are investigated the major 
paradigms of risk assessment in cloud computing. New 

researches requirements for risk assessment in cloud 
computing environment are discussed in Section 4. Finally, the 
survey concludes with the open challenges of risk assessment 
in cloud computing environment in Section 5. 

II. FUNDAMENTAL CONCEPTS 

A. Cloud computing 

In literature, there are many definitions for cloud 
computing. The National Institute of Standards and 
Technology(NIST) [4] defines  cloud computing as ‘‘a model 
for enabling ubiquitous, convenient, on-demand network 
access to a shared pool of configurable computing resources 
(e.g., networks, servers, storage, applications, and services) 
that can be rapidly provisioned and released with minimal 
management effort or service provider interaction’’. European 
Community for Software and Software Services (ECSS) [5] 
explains it   as the delivery of computational resources from a 
location other than your current one. 

Cloud can be categorized into three delivery models 
classified according to their uses; Cloud Software as a Service 
(SaaS), Cloud Platform as a Service (PaaS) and Cloud 
Infrastructure as a Service (IaaS). Cloud Software as a Service 
(SaaS) which deliver software over the Internet (e.g. 
Salesforce CRM, Google Docs, etc), Cloud Platform as a 
Service which mainly offer virtualized execution 
environments to host Cloud services (e.g. Microsoft Azure, 
Force and Google App engine) and Cloud Infrastructure as a 
Service which provide virtualized computing resources as a 
service (e.g. Amazon EC2 and S3, Terremark Enterprise 
Cloud, Windows Live Skydive and Rackspace Cloud). 

Four deployment models have been identified for cloud 
architecture solutions: Private cloud: a cloud platform is 
operated for specific organization, Community cloud: The 
cloud infrastructure is shared by several organizations and 
supports a specific community that has communal concerns, 
Public cloud: a cloud platform available to public users to 
register and uses the available infrastructure. Hybrid cloud: a 
private cloud that can composite two or more clouds (private, 
community or public). 

B. Risk assessment 

“Risk in itself is not bad, risk is essential to progress, and 
failure is often a key part of learning. But we must learn to 
balance the possible negative consequences of risk against the 
potential benefits of its associated opportunity” [28]. 

 Risk management refers to a coordinated set of activities 
and methods that is used to direct an organization and to 
control the many risks that can affect its ability to achieve 
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objectives. According to the introduction to ISO 31000 2009, 
the term risk management also refers to the architecture that is 
used to manage risk [6]. Risk assessment is one step in the 
process of risk management. 

Risk assessment is the process of identifying the security 
risks to a system and determining their probability of 
occurrence, their impact, and the safeguards that would 
mitigate that impact. The main objective of risk assessment is 
to define appropriate controls for reducing or eliminating those 
risks. 

Generally there are four steps of risk assessment. The four 
steps are as follow [7]: 

1) Threat Identification 
This first step identifies all potential threats to the system. 

It allows identifying the potential threat sources and develops 
a list of a threat statement that is potential threat sources that 
are applicable to the system. 

2) Vulnerability Identification 
In the second step, the goal of vulnerability identification 

is to develop a list of system vulnerabilities (flaws or 
weaknesses) that could be exploited by the potential threat-
sources. 

3)  Risk Determination 
In the third step, the purpose of risk determination is to 

assess the level of risk to the system.  

4)  Control Recommendation 
In the fourth step, the goal is to purpose some controls that 

could mitigate or eliminate the identified risks, as appropriate 
to the system organization’s operations, are provided. The goal 
of the recommended controls is to reduce the level of risk to 
the system. 

Risk analysis methods are generally divided into 
qualitative analysis and quantitative analysis: 

Quantitative Risk Methodologies: Although there are 
many well-developed industries that use quantitative risk, it is 
not commonly used in information technology. In fact, it is 
very rare indeed. However, risk methodologies can be partially 
quantitative and partially qualitative. It is the position of this 
author however to categorize all of the major methodologies 
as essentially qualitative because none of them can produce 
ALEs that can credibly be used to measure specific costs 
versus benefits as quantitative risk analysis should. They 
instead provide a more general sense of cost versus benefit 
despite sometimes having aspects which are predominantly 
quantitative, such as incident statistics [20]. 

Qualitative Risk Assessments: approach describes 
likelihood of consequences in detail. This approach is used in 
events where it is difficult to express numerical measure of 
risk. It is, for example, the occurrence without adequate 
information and numerical data. Such analysis can be used as 
an initial assessment to recognize risk [34]. The following are 
some of the major risk assessment methodologies available 
today: 

· EBIOS [8] 

· OCTAVE [9] 

· MEHARI [10] 

 
Some are publicly available (e.g. OCTAVE), while others 

are restricted to members of organizations that are 
collaborating to create and updated them (e.g. SPRINT). The 
following are brief descriptions of each of these 
methodologies. 

The method to assess risks is generally composed of the 
four following steps: thread identification, vulnerability 
identification, risk determination and control recommendation. 
These four steps of risk assessment are based on practical 
experiences in security assessment. These steps come from 
best practices that have been applied by many organizations 
for security assessment (e.g. EBIOS, MEHARI and 
OCTAVE). 

The EBIOS [8] (Expression of Needs and Identification of 
Security Objectives) is a method for assessing and treating 
risks, which aims to determine the security actions to 
implement and also expressions safety. 

OCTAVE [9] (Operationally Critical Threat, Asset, and 
Vulnerability Evaluation) is a method of assessment of 
vulnerabilities and threats on the basis of the operating assets 
of the company. 

MEHARI [10] is a risk assessment method in the context 
of the security of information systems; this method is designed 
to meet the needs of each company. 

These tools have not been designed specifically for cloud 
environments.  In traditional IT environments, everyone in the 
business has to go to the IT department to obtain IT related 
services. However, for cloud computing, the risk assessment 
become more complex, there are several issues that are likely 
emerged. Among them is the question of multi-tenancy that 
means the data may be located at several geographically 
distributed nodes in the cloud and the control over where the 
processes actually run and where the data reside. 

Existing risk assessment methods and standards (ISO/IEC 
27001, ISO/IEC 27005, and EBIOS) are generally focused on 
structuring the different steps and activities to be performed. 
Their added value also depends on the knowledge bases of 
risks [24], [25], [26] and security requirements [24], [26] they 
require. They are the input to the activities performed. The 
methodological aspects are thus generally rigorous because, 
they build on a well defined process and structure to be 
followed. 

III. LITERATURE REVIEW  

A. Risk assessment for conventional system 

Risk assessment has been discussed by many researches in 
different area. In [38], a risk assessment method has been 
discussed for Smartphone; this method describes a method for 
risk assessment that is tailored for Smartphone. The method 
does not treat this kind of device as a single entity. Instead, it 
identifies Smartphone assets and provides a detailed list of 
specific applicable threats. For threats that use application 
permissions as the attack vector, risk triplets are facilitated. 
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The triplets associate assets to threats and permission 
combinations. Then, risk is assessed as a combination of asset 
impact and threat likelihood. The method utilizes user input, 
with respect to impact valuation, coupled with statistics for 
threat likelihood calculation. 

In [36], this paper proposes a method for a probabilistic 
model driven risk assessment on security requirements. The 
security requirements and their causal relationships are 
represented using MEBN (Multi-Entities Bayesian Networks) 
logic that constructs an explicit formal risk assessment model 
that supports evidence-driven arguments. 

Several quantitative risk assessment methods exist. In [35], 
they propose a SAEM method which is a cost-benefit analysis 
process for analyzing security design decisions based on the 
comparison of a “threat index”. However, it is based on some 
impractical assumptions. In [23] they propose security 
ontology for organizing knowledge on threats, safeguards, and 
assets. This work constructs classification for each of these 
groups and creates a method for quantitative risk analysis, 
using its own framework. The work does not use known 
standards or guidelines as an input for its evaluation model, so 
desired mechanisms and countermeasures have to be defined 
in the process of risk analysis. Quantitative risk-based 
requirements are reasoning in [21] uses PACT as a “filter” 
arranged in series to find out a proportion of likelihood or the 
impact of risk factor. However, it lacks the ability to represent 
the impacts among multiple risk factors. The SSRAM model 
in [3] provides a prioritization that helps in determining how 
the risks identified will be addressed in different phases of 
software development. However, it lacks a baseline for 
systematically identifying potential risks and reasoning about 
their relationships and interactions in a real operational 
environment. 

In [37], a novel approach is proposed, in which Analytic 
Hierarchy Process (AHP) and Particles Swarm Optimization 
(PSO) can be combined with some changes, is presented. The 
method consists of; firstly, the analytic hierarchy structure of 
the risk assessment is constructed and the method of PSO 
comprehensive judgment is improved according to the actual 
condition of the information security. Secondly, the risk 
degree put forward is PSO estimation of the risk probability, 
the risk impact severity and risk uncontrollability. Finally, it 
gives examples to prove that this method Multi Objectives 
Programming Methodology (MOPM) can be well applied to 
security risk assessment and provides reasonable data for 
constituting the risk control strategy of the information 
systems security. 

B. Risk assessment for cloud computing 

In recent years, the principles and practices of risk 
assessment/management were introduced into the world of 
utility computing such as Grid and Clouds either as a general 
methodology [40][41][42][16][43][46] or a focus on a specific 
type of risk, such as security [45] and SLA fulfillment 
[44][13]. 

European Network and Information Security Agency 
(ENISA) released cloud computing Risk Assessment report, in 
which ENISA pointed out the advantages and security risks in 

cloud computing, provided some feasible recommendations 
and designed a set of assurance criteria to assess the risk of 
adoptions cloud services [11] [12]. In [13], a quantitative risk 
and impact assessment framework based on NIST- FIPS-199 
[33] (QUIRC) is presented to assess the security risks 
associated six key categories of security objectives (SO) (i.e., 
confidentiality, integrity, availability, multi- party trust, 
mutual audit ability and usability) in a Cloud computing 
platform. The quantitative definition of risk is proposed as a 
product of the probability of a security compromise, i.e., an 
occurring threat event, and its potential impact or 
consequence. The overall platform security risk for the given 
application under a given SO category would be the average 
over the cumulative, weighted sum of n threats which map to 
that SO category. In addition, a weight that represents the 
relative importance of a given SO to a particular organization 
and/or business vertical is also necessary and their sum always 
adds up to 1. This framework adopts a wide band Delphi 
method [14], using rankings based on expert opinion about the 
likelihood and consequence of threats, as a scientific means to 
collect the information necessary for assessing security risks. 
The advantage of this quantitative approach of risk assessment 
is that it enables cloud providers, cloud consumers and 
regulation agencies the ability to comparatively assess the 
relative robustness of different Cloud vendor offerings and 
approaches in a defensible manner. However, the challenge 
and difficulty of applying this approach is the meticulous 
collection of historical data for threat events probability 
calculation, which requires data input from those to be 
assessed Cloud computing platforms and their vendors. 
Similar efforts were carried out in [48]. 

 In [15], a risk analysis approach from the perspective of a 
cloud user is presented to analyze the data security risks before 
putting his confidential data into a cloud computing 
environment. The main objectives of this work are to help 
service providers to ensure their customers about the data 
security and the approach can also be used by cloud service 
users to perform risk analysis before putting their critical data 
in a security sensitive cloud.  This approach is based on trust 
matrix. There is a lack of structured analysis approaches that 
can be used for risk analysis in cloud computing 
environments. The approach suggested in this paper is a first 
step towards analyzing data security risks. This approach is 
easily adaptable for automation of risk analysis. In [16], a 
Semi-quantitative BLO-driven Cloud Risk Assessment 
(SEBCRA) approach that is aware of the Business-Level 
Objectives (BLOs) of a given Cloud organization is presented. 
The approach is designed for a Cloud Service Provider (CSP) 
to improve the achievement of a BLO, i.e., profit 
maximization, by managing, assessing, and treating Cloud 
risks. The core concept on which this approach is based is that 
“Risk Level Estimation for each BLO is proportional to the 
probability of a given risk and its impact on the BLO in 
question”. Once risk has been assessed, the Risk Treatment 
sub-process defines potential risk-aware actions, controls, and 
policies to conduct an appropriate risk mitigation strategies, 
such as, avoid the risk, by eliminating its cause(s), reduce the 
risk by taking steps to cut down its probability, its impact, or 
both, accept the risk and its related consequences or transfer or 
delegate the risk to external organizations. In an exemplary 
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experimentation, the risk assessment approach demonstrates 
that it enables a CSP to maximize its profit by transferring 
risks of provisioning its private Cloud to third-party providers 
of Cloud infrastructures. This risk assessment approach can be 
extended to tackle scenarios where multiple BLOs are defined 
by a CSP and also work as an autonomic risk-aware scheduler, 
which will be based on business-driven policies and heuristics 
that help the CSP to improve its reliability.  

In [17], a cloud-based risk assessment as a service is 
proposed as a promising alternative. Cloud computing 
introduces several characteristics that challenge the 
effectiveness of current assessment approaches. In particular, 
the on-demand, automated, multi-tenant nature of cloud 
computing is at odds  with the static, human process-oriented 
nature of the systems for which typical assessments were 
designed. However, the autonomic risk assessment is far away 
from the light, because the risk assessment is hard task to do. 
In [18], a framework called SecAgreement (SecAg) is 
presented, that extends the current SLA negotiation standard, 
WS-Agreement, to allow security metrics to be expressed on 
service description terms and service level objectives. The 
framework enables cloud service providers to include security 
in their SLA offerings, increasing the likelihood that their 
services will be used. We define and exemplify a cloud service 
matchmaking algorithm to assess and rank SecAg enhanced 
WS-Agreements by their risk, allowing organizations to 
quantify risk, identify any policy compliance gaps that might 
exist, and as a result select the cloud services that best meet 
their security needs.  

In [27], they present a methodology for performing 
security risk assessment for cloud computing architectures in 
deferent stages (deployment and operation) basing on rules of 
Bayesian dependencies. The main objective of this paper is to 
prove how to calculate the relative risk (RR) after cloud 
adoption (RR=1 do nothing, RR<1 accept risk, RR>1 apply 
mitigation). 

In [32], this paper sums up 8 kinds of threats to security 
principles, and lists the corresponding factors. Combing with 
collaborative and virtualization of cloud computing 
technology and so on, adopting the theory of AHP and 
introducing the correlation coefficient to analyze the multiple 
objective decisions, the paper proposes a new information 
security risk assessment model based on AHP in cloud 
computing environment. Thus, the objective of this paper is to 
get the security risk assessment strategies of the information 
system in the cloud computing environment. 

IV. SYNTHESIS AND DISCUSSION 

Most of the current work is for helping cloud consumers 
assessing their risk before putting their critical data in a 
security sensitive cloud. All of these researches have laid a 
solid foundation for cloud computing. However, they barely 
established a complete risk assessment approach in 
consideration of the specific and complex characteristics of 
cloud computing environment. There were neither a complete 
qualitative or quantitative risk assessment method for cloud 
computing. Therefore, there is a need of new risk assessment 
approach for cloud consumers to check the effectiveness of the 
current security controls that protect an organization’s assets. 

TABLE I.  RISK ASSESSMENT LIMITATIONS FOR CLOUD COMPUTING 

Resear

ch 

paper  

Characteristics  

Stakeholders Limitations 

[13] 

Cloud providers 

and cloud 

consumers 

The challenge and difficulty of applying 

this approach is the precise collection of 

historical data for threat events 

probability calculation, which requires 

data input from those to be assessed 

Cloud Computing platforms and their 

vendors. 

Risk assessment during service 

construction, deployment, operation, 

and during admission control and 

internal operations is virtually 

nonexistent. 

There is a lack of structured analysis 

approaches that can be used for risk 

analysis in cloud computing 

environments. 

This framework doesn’t cover risks 

during all the stages of the lifecycle of 

the service when it exists on the cloud 

[27]. 

[15] 

Cloud providers 

and cloud 

consumers 

There is a lack of structured analysis 

approaches that can be used for risk 

analysis in cloud computing 

environments. 

 

[17] 
Cloud 

environment 

This work has not implemented such a 

service but rather offer it as a paradigm 

to be pursued.  

Automating risk assessment  for cloud 

computing is far from lights to be 

established, because the risk assessment 

needs always judgments of experts to 

succeed 

[18] 

Cloud providers 

and cloud 

consumers 

This framework can be used just to 

compare between cloud providers to 

select the best one basing on calculation 

of risk factor of each one 

EBIOS 

[8] 

MEHA

RI [9] 

OCTA

VE 

[10] 

 

These methods don’t include the 

specific characteristics of cloud 

computing  

Using these methods needs more time 

and more money due to the complex 

nature of cloud computing 

These methods are potentially 

cumbersome and contain several steps 

to validate 

 

 

[16] Cloud providers 

There is a lack of complete model or 

method of risk assessment in cloud 

computing environment 

 
From this study of current risk assessment for cloud 

computing, it is clear that at present there is a lack of risk 
assessment approaches for cloud consumers. A proper risk 
assessment approach will be of great help to both the service 
providers and the cloud consumers.  With such an approach, 
the cloud consumers can check the effectiveness of the current 
security controls that protect an organization’s assets and the 
service providers can maximize and win the trust of their 
cloud consumers if the level of risk is not high. Also the cloud 
consumers can perform the risk assessment to be aware of the 
risks and vulnerabilities present in the current cloud 
computing. 
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VI. CONCLUSION AND FUTUR WORK 

After survey the literature of risk assessment regarding 
cloud computing,  most of the current works is for helping 
cloud consumers assessing their risk before putting their 
critical data in a security sensitive cloud. Therefore, the most 
obvious finding to emerge from this study is that, there is a 
need of specific risk assessment approach. At present, there is 
a lack of structured method that can be used for risk 
assessment regarding cloud consumers to assess their 
resources putting outside in order to maximize the trust 
between the cloud consumers and cloud providers and also the 
effectiveness of the security system established.  

As future work, we will develop a new risk assessment 
approach, which can take into account the complex nature of 
cloud computing environment. 
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